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Ilonoxenue
0 METOoJaxX H cnocodax 3amuThl HH(POpPMALHU B HH(GOPMAIHOHHBIX CHCTEMAaX
NepPCOHAJIbHBIX JAHHBIX

1. O6mue mo10xKeHNdA

1.1. Hacrosmee Ilonoxenue paszpaborano B coorBercTBum ¢ [lonoxenneM o6 obecneue-HuH
6€30MacHOCTH TIEPCOHANBHRIX JAaHHBIX Tpu HX 00paboTke B HHGPOPMAIMOHHBIX CHCTEMAax
NIEPCOHAIBHBIX JTaHHBIX, YTBEPXKICHHBIM mocTaHoBieHueM I[lpaButenscrBa Poccuiickoii ODe-
aepanun o1 17 Hog6ps 2007 . Ne 781 (Cobpanme 3akonomarensctBa Poccuiickoit denepanuuy,
2007, Ne 48, cr. 6001), w ycraHaBIMBacT METOABI W  CHOCOOBI  3aIIUTHI
uHpopMaLHU,IpUMEHsAEMBIE 1 oOecriedeHus] Ge30IacCHOCTH NEePCOHANBHBIX JAHHBIX TPH HX
00paboTke BHH(OPMAIIMOHHBIX CHCTEMax MEPCOHANBHBIX NAaHHBIX (Tayiee - WHPOPMAHOHHBIE
CHCTEMBI)TOCYAAPCTBEHHBIMH OpraHaMH, MYHHIHMATGHBIMH OpraHaMH, OPUIMYECKUMH WJIH
bu3NYeCKUMY JIHAMH, OPTaHU3YIOIIUMH | (HJIH) OCYIIECTRISIOMMMH 00paboTKy MepCOHABHBIX
JAHHBIX, a TaKXe ONpPEACILIOMUMH ILENH U coaepkaHue oOpabOTKU NMEPCOHATBbHBIX JAHHBIX
(manee - omeparop), WJIM JIMIIOM, KOTOPOMY Ha OCHOBAaHHH JOTOBOpa OIleparop mopydaer ob-
paboTKy NepCcOHANBHBIX JAaHHBIX (Iajiee - YIOoIHOMOYeHHoe Juo). B Hactosmem Ilonoxennu He
paccMarpuBaloTCsl BONpOCH! obecnieueHrs 6€30MacHOCTH NMEPCOHATBHBIX AaHHBIX, OTHECEHHBIX B
YCTaHOBJIEHHOM MOPSAJAKE K CBEIECHHSM, COCTABISIONIMM TOCYIAPCTBEHHYIO TaiiHy, a TaKkKe
BOIPOCHI IPUMEHEHHS KPUITOrpadHueCKIX METOIOB M CIIOCOOOB 3aIMUThl HH(pOpMAaIHH.

1.2. K merogam u ctocobam 3ammtsl HHGOpMaIMK B HHPOPMAIMOHHBIX CHCTEMaX OTHO-CATCS:
- MeToAbpl U CIOocOObI 3amuTel WHpOpMannH, 00pabarbiBaeMoOll TEXHUYECKHMH CPENCTBAMH
HHGOPMALIHOHHON CHCTEMBI, OT HECAaHKIHOHHPOBAHHOTO, B TOM YHCIIE, CIIy4alHOro, JOCTyNa K
NEPCOHAIBHBIM JaHHBIM, PpE3YyJbTaTOM KOTOPOTO MOXET CTaTh YHHYTOXXCHHE, H3MCHEHHE,
ONOKMpOBaHHE, KOIMPOBAaHHE, PACHPOCTpaHEHHE NEPCOHAIBHBIX JAHHBIX, & TAKXKE HMHBIX He-
CaHKIIMOHUPOBAaHHBIX JEUCTBUH (gajee -MeToAnl U cmocoOBl 3aIIWThl MH(pOpMamUH OT He-
CaHKIIHOHUPOBAHHOTO JOCTYIIA);
- METOJIbI ¥ CIIOCOOBI 3alTUTHI peueBoil HHPOpPMaIUH, a Takke HHPOpMallMHU, IPEICTABICHHOH B
B¢ HHPOPMATHBHBIX O3JIEKTPUYECKHX CHUTHAJIOB, (QH3MUECKUX IIOJIeH, OT HECAHKIHO-
HUPOBAHHOTO JIOCTYNAa K MEPCOHAIBHBIM JaHHBIM, pe3yJIbTaTOM KOTOPOrO MOXET CTaTh KOIH-
pOBaHHE, paclpOCTpPaHEHHE MEPCOHAIBHBIX JAaHHBIX, @ TaKXE HHBIX HECAHKIMOHUPOBAHHBIX
JeficTBUH (#ajiee - METOABl U CHOCOOBI 3aIUTHI HHPOPMALUK OT YTEUKH IO TEXHHUYECKUM Ka-
HaJjiam).

1.3. Jlns BeI6Opa M peaNM3amfH METOJIOB H CHOCOG0B 3ammTHl MHGOpManuHu B HH(OpMa-
IAOHHON CHCTEME OMEPATOPOM HJIH YIIOJIHOMOYECHHBIM JIHIIOM MOJXXET Ha3HAa4YaThCsl CTPYKTYPHOE
HojApa3esieHde WM JO/DKHOCTHOEe /IO (pabOTHHK), OTBETCTBEHHBIE 3a obecrieueHue
6€30MacHOCTH MEPCOHANBHBIX MaHHBIX. I BHIOOpa W peaiH3allii METOJOB U CHOCOOOB 3a-
MUTH HHHOpMAIUK B HHHOPMAIIMOHHOW CUCTEME MOXKET IPHBIIEKATHCS OpraHU3alus, MMEoLast
0(pOpMJICHHYI0O B YCTAHOBJICHHOM IOPSJKE JIMIEH3UIO HAa OCYIIECTBICHUE ICATENBHOCTH IO
TEXHHYECKOH 3aInuTe KOHQUACHINATEHON HHPOpMALIUH.

1.4. Beibop u peanu3anusi METOJOB U CcOCOOOB 3alUTHI HH(OpMAIMH B HH(POPMaLMOHHOMH
CHCTEME OCYINECTRIISIIOTCS Ha OCHOBE OIpeAEsSeMBIX OMeparopoM (YIOJIHOMOYECHHBIMITUIIOM )
yrpo3 0e30MacHOCTH MEPCOHANBHBIX MAHHBIX (MOJENM Yrpo3) M B 3aBUCUMOCTH OT Kjacca




MHAOPMAIMOHHON CHCTEMbI, ONPEJEIEHHOTO B COOTBETCTBHA C IMopsiakoM TpoOBEAECHHS
KiraccuduKanyuy HHGOPMAIIMOHHBIX CHCTEM NIEPCOHATBHBIX JAHHBIX, YTBEPHACHHBIM 3 mpHKa3oM
®CTIK Poccun, ®CB Poccun 1 Mununpopmessisu Poccun ot 13 despans 2008 r. Ne 55/86/20
(sapeructpuposan Mumntoctom Poccuu 3 anpens 2008 r., perucrtpanponnsiii Ne11462). Mozenb
yrpo3 pa3pabarbiBaeTcs Ha OCHOBE METOAUYECKHX JIOKYMEHTOB, YTBEPXKACHHBIX B COOTBETCTBUM
¢ TIyHKTOM 2 mocTaHoBieHns [Ipasutenscrsa Poccuiickoi ®enepa-unu ot 17 Hosb6ps 2007 1. Ne
781.

1.5. BsiGpaHHBE M pEAIU30BAaHHBIE METONbI H CIIOCOOBI  3AIIUTHI uHpopManuy B
HH(OPMALIMOHHOM CHCTEME JIOIDKHBI 00€CTIeYHBaTh HEHTPATH3AIHIO MPE/IIOIaracMeIX yrpo3 Oe3-
OTIACHOCTH IEPCOHATBHBIX JAHHBIX NPH HX 00paboTke B HHOPMALMOHHBIX CHCTEMaX B COCTaBe
C0O3/1aBaeMOIi ONEpaTopoM (YIIOTHOMOYCHHBIM JIMIIOM) CHCTEMBI 3allUThl IEPCOHANBHBIX NaHHBIX.

IL MeToas! H ¢10c00BI 3aIUTHI HHGOPMAIIUH OT
HeCAaHKIMOHHPOBAHHOIO J0CTYNA

2.1. Meronami ¥ crnocobamMd 3amqUThl HHGOPMaUMH OT HECAaHKLIHOHMPOBAHHOTO [NOCTyIa
SBJISIOTCS:

- peanu3aiMs pa3pEIIMTEIbHOM CHCTEMbl JIONyCKa IIOb30BATENeH (0OCITyKUBAIOLIErO IeEp-
coHama) K MHPOPMALMOHHBIM pecypcaM, HHGOPMALMOHHOH CHCTEME M CBA3aHHBIM C €€ HC-
[oNb30BaHKeM paboTaM, JOKYyMEHTaM;

- OrpaHHYeHHe IOCTYNA IMOJIb30BaTesieH B TOMCINCHHS, TIC PA3MEIICHB! TCXHHYECKHE CPE/ICTRa,
[103BOJISIIOIHE OCYIIECTBIATH 06pabOTKy NEPCOHATBHBIX NAHHBIX, 4 TAKXKE, XPaHATCH HOCHTEIN
HHPOPMALIHH;

- pasTpaHMYeHHe JOCTyIa NOJIb30BaTeNell U 00CTyKHBAIOMEro NEPCoHANa K UH(POPMALIHOHHBIM
pecypcam, IpOrpaMMHBIM CPenCcTBaM 00pabOTKH (mepeza4y) ¥ 3aIMUTHI HHOOPMAIIHH,

- perucTpaiusi NeHCTBHA TONB30BaTeNedl W OOCIYKHBAIOLIETO NEPCOHAAA, KOHTPOJb HECAHK-
LMOHAPOBAHHOTO JIOCTYNa U JeHCTBHH TMONL30BaTENeH, OOCIYKHBAIOIIEr0 IEpCoHama U Io-
CTOPOHHHUX JIHLL,

- yd4eT M XpaHeHHEe ChEMHBIX HOCHTeNed uHbOpMauuu U HX oOpallieHye, HUCKIIOYAoIIee XH-
[ICHHE, TIOAMEHY U YHUUYTOKEHHC;

- pe3epBHpPOBaHUE TEXHHIECKHX CPEJICTB, yOIipOBaHHE MACCHBOB U gocurenei nHpopmaLuy;

- WCIOJIb30BaHHE CPEACTB 3allUThl WHGOPMAIMH, NPOIICAUINX B YCTAHOBICHHOM MOPSIKE
NpOLEypY OLEHKH COOTBETCTBUS;

- HCTIOJIb30BAHME 3ATUIIEHHBIX KAHAJIOB CBA3H;

- pa3sMelleHHe TEXHHYECKUX CPEICTB, MO3BOJIAIOMIMX OCYIIECTBIATH 00paboTKy MEepCOHAIBHBIX
NaHHBIX, B [IpeeIaX OXPaHAEMOW TEPPUTOPHH;

- opranu3amys (GU3MYECKON 3AIIMTHI MOMEIEHAH M COOCTBEHHO TEXHMYECKHX CPEACTB, MO3-
BOJISIFOIIUX OCYIIECTBILATH 00paboTKy NEPCOHANBHBIX JaHHBIX;

- mpefoTBpalleHye BHEAPEHHS B HHGOPMALMOHHBIE CHCTEMbI BPEJOHOCHBIX NpOrpaMM (po-
rpaMM-BHPYCOB) H IPOTPaMMHBIX 3aKJIaI0K.

2.2. B cucTeMe 3alUTH NIEPCOHAIBHBIX JAHHBIX MHOOPMAUMOHHOM CHCTEMBI B 3aBUCHMOCTH
oT Ki1acca HH(pOPMAIMOHHON CUCTEMBI H HCXOMIA M3 YTPpo3 Oe301acHOCTH NIEPCOHANBHBIX TaHHBIX,
CTPYKTYpBsl HH(GOPMALMOHHOM CHCTEMBI, HAJM4Hs MEXCETEBOrO B3aHMOJICUCTBHS M DPEXHUMOB
06pabOTKH TIEPCOHANBHBIX JAHHBIX C HCIOJIB30BAHHEM COOTBETCTBYIOIIUX METONOB H croco6oB
3ammUTHl MHGOPMAIHH OT HECAHKIMOHAPOBAHHOIO JOCTYNA Pealu3yroTCs QYHKIMH yNpaBlIeHHs
JOCTYIIOM, PETMCTpauMH H yuéTa, OOECHeYCHUs IEeJIOCTHOCTH, aHanu3a 3aIAIIEHHOCTH,
obecreuenns Ge30MACHOT0 MEXCETEBOTO B3aHMOJIEHCTBHS 1 OOHApYXeHHs BropkeHud. MeTotp!
M CHOCOGHl 3aIIMTHl MH(OPMAIME OT HECAHKIHOHMPOBAHHOIO JOCTYNd, OOESCHEYHMBAIOIIKE
(yHKIEY YIpaBIeHHs NOCTYIOM, PETHCTpAlMK M y4&Ta, obecreueHus IENOCTHOCTH, aHalu3a
3AIUIIEHHOCTH, 00eCIIedeH sl 6€30MacHOr0 MEXCETEBOr0 B3aMMOICHCTRUS B 3aBUCHMOCTH OT
Kacca HHGMOPMAIHOHHON CHCTEMBl ONPEIENAIOTCS ONEPATOpoM (YIOTHOMOYCHHBIM JIAIIOM) B
COOTBETCTBHH C NPHIIOKEHUEM K HacTosmeMy [Tonoxenuto.




23. B wundopManHoHHBIX CHCTEMaX, HMCIOMMX IMOAKIIOYEHHE K HH(POPMALHOHHO-
TCNCKOMMYHHKALMOHHBIM CETSAM MEXIYHAPOIHOTO MH(GOPMATMOHHOTO oGMeHa (cetsam cBs3m
OOIIEro MOJB30BAHMUS), WM [PH (byHKIMOHHPOBAHKMH KOTOPBIX IIPETyCMOTPEHO HCIOJIB30BAHHE
CBEMHBIX HOCHTENCH MHOPMAITHH, HCIIONB3YIOTCS CPECTBA AHTUBHMPYCHOH 3aII[UTHI.

24. [Ipu  B3ammoneiicTBum HHQOPMALMOHHBIX  CHCTEM ¢ HH(OPMaIHOHHO-
TCJICKOMMYHHUKAHOHHBIMH CETSMH MEXXYHAPOJHOTO HH(QOPMAIIHOHHOTO 06MeHa (CeTAMCBS3H
00mIero noss30BaHMs) Hapslly ¢ METOAaMHU U CTIOCO0aMH, yKa3aHHBIMH B IIyHKTE 2.1 HACTOSAIIETO
Honoxenus, OCHOBHBIME MeTomaMH u cnocobamMu  3amuUTHL  MHGOPMAnWM OT  He-
CaHKIIMOHHPOBAHHOTO JOCTYIA SBJISIOTCS:
= MEKCCTEBOC OKPaHHPOBAHHUE C LEJIBIO YIPABICHHUS AOCTYHOM, (GUIIBTPAIHM CETEBBIX ITAKETOB U
TPaHCIAIIMH CETEBBIX aAPECOB ISl CKPBITHS CTPYKTYPBI HH(OPMAIMOHHOM CHCTEMBI;

- OOHapyXeHHE BTODXKCHHH B HHQOPMALHOHHYIO CHCTeMY, HapylalomuX WIA CO3JAIOMUX
IIPEANOCBUIKA K HAPYIICHHIO YCTAHOBIEHHBIX TPEGOBAaHME 110 0GECIICYCHUIO Oe3onmacHocTH
[IEPCOHAJIBHBIX TAHHBIX;

- QHAHM3 3alMINEHHOCTH HHQOPMAIIMOHHBIX CHCTEM, NPEAMONararomfi NPUMEHEHHUE CIICIH-
a7TM3MPOBAHHBIX POTPAMMHBIX CPEACTB (CKaHEpOB Oe3omacHocTH);

- 3aIIMTa HHOOPMALIMH [IPH €€ ITepeaye Mo KaHaIaMm CBSI3H;

- HUCIIOB30BAaHUE CMapT-KapT, MIEKTPOHHBIX 3aMKOB U APYTuxX Hocutened uadoOpMaumMu s
HaJIeXHOH MACHTU(UKALMY U ayTeHTH)HKAIMY HOJIb30BATeNEN;

- MCTIO/Ib30BaHHE CPEACTB AHTHBHPYCHOM 3AIUTHL,

- [ICHTPAJIM30BAHHOE YNpaBJIeHUE CHCTEMON 3aIMTHI HEPCOHATBHAIX NAHHBIX HHPOPMAIHOHHOIH
CHUCTEMBI,

2.5. HoaxmoueHue HHPOPMAUMOHHBIX CHCTeM, 00palaThIBAIOLIMX TOCYIAPCTBEHHBIE HH-
dbopmaumonHsle pecypess, HH(QOPMAIMOHHO-TETEKOMMYHHKALMOHHEIM CETAM MeXIyHapo-
HOTO HH(OPMAUMOHHOTO OGMEHa OCYLIECTBIAETCS B COOTBETCTBHH C VYka3oM Ilpesupenra
Poccuiickoit ®enepanun or 17 mapra 2008 r. Ne 351 «O mepax mo obecnedenio HHpOpMa-
UUOHHO#H 6e3omacHoctH  Poccumiickoii Defiepallil  TIPH  UCTIONB30BAHUH UH(QOPMAaHOHHO-
TCJICKOMMYHUKAIIHOHHBIX CETEH MeXIyHAPOTHOTO HHPOPMALIMOHHOTO OOMeHay (Cobpanue
3aKOHOmarenbCeTBa Poccuiickoii ®enepanun, 2008, Ne 12, ct.11 10; Ned3, ct. 4919).

2.6. Jlna obecrieyenust Ge30MacHOCTH NICPCOHANBHBIX NIAHHBIX HPH MOAKIIOYEHHH HHGOP-
MAlMOHHBIX CHCTEM K HH(OPMALMOHHO-TENEKOMMYHUKAIHORHEIM CeTSM MEXYHAPOIHOTO
MHGOPMAIHOHHOTO 06MeHa (ceram cBs3M o6mero TI0JIb30BaHUsA) C LEJIBIO MONyY4eHHs 0OIme-
AOCTYNHOH HH(OpMAIMK NOMHMO METONOB U CIIOCO0OB, YKa3aHHBIX B myHKTax 2.1 u 2.4
Hacrosmmero [lomoxenus, npuMeHsoTcs CICAYIOWAE OCHOBHBIE METOIBl M CIOCOOBI 3AllUTHI
uHpopManuu ot HECaHKIHOHUPOBAHHOTO IOCTYIIA:

- GUIIBTpanys BXOIALIHAX (MCXOSIIMX) CETEBEIX MAKETOB IO NpaBHjIaM, 3aJaHHBIM OTEPaTOPOM
(ymonHoMO4eHHBIM JTHIIOM);

- TICPHOIUYECKHN aHanM3 GEe30IACHOCTH YCTAHOBIEHHBIX MEXCETEBEIX 9KpPaHOB Ha OCHOBE
MMHTAIlHY BHEIIHAX aTaK Ha HHYOPMALIHOHHBIE CHCTEMEL

- AKTMBHBIH ayfuT Ge30NMacHOCTH HH(OPMALHOHHON CHCTEMBI HA IpeaMeT OOHapyXeHHS B
PEKHMME pealbHOrO BPEMEHH HECAHKIIHOHMPOBAHHOM CETEBOM aKTUBHOCTH,

- QHaJU3 IPHHUMAEMOH N0 HH(MOPMAIIHOHHO-TENEKOMMYHHUKAHORHBIM CETSM MEXIYHAPOIHOIO
HHQOPMAIOHHOIO 06MEHa (CeTsM CBS3H 0OIIEro MONE30BaHMs) HHPOPMALKH, B TOM YHCIE HA
HAIIMIUE KOMNBIOTEPHBIX BUPYCOB. JIisl pealiM3auuy yKasaHHBIX METOOB U CHIOCOGOR 3aI0UTHI
HHQOPMAIME MOTYT NPHMEHSTECS MEXCETEBhie 9KpaHBI, CHCTEMBI OOHApYXEHHS BTOPXKECHHIA,
CPEACTBA aHa/IM3a 3AlMIICHHOCTH, CHCUHATM3MPOBAHHBIE KOMILIEKCHI 3alllTBl WU aHajHu3a
3aIMINEHHOCTH, HHPOPMAIHH.

2.7. lna obecredyenus GezomacHOCTH TICPCOHATIBHBIX JIAHHBIX HPH YNAIEHHOM JOCTYNE K
MH(QOPMALIMOHHON CHCTeMe uepes HH(bopMauHOHHo-TeneKOMMyHHKauHOHHylo CeTh MEXIyHa-




ponHOro MHGOPMAaIHOHHOTO OOMEHA (CETh CBS3M OOLIEro NOJIb30BAHHSI) IOMMMO METOHOB U
Crnoco60B, yKa3aHHBIX B NyHKTax 2.1 u 2.4 HacTosmiero Honoxenus, mpuMeHsIOTCS cemyromue
OCHOBHbIE METO/IBI H CIIOCOGBI 3aIIMTHI HHYOPMAIIUH OT HECAHKIIHOHHPOBAHHOTO JOCTyma;

- [POBEpKA MOMNIMHHOCTH OTHPABUTENS (YAAJIECHHOIO IIOJNB30BAaTENS) H LEIOCTHOCTH nepeja-
BacMBIX 1O HMH(POPMAIIMOHHO-TENICKOMMYHHKALIMOHHOM CETH MEXIYHApOAHOTO HH(pOpMAIH-
OHHOr0 OOMeHa (CETH CBA3H OOIIEro MOJB30BAHMS) NAHHBIX;

~ YIPABJICHHUE JOCTYIIOM K 3alIMINACMBIM ICPCOHANLHEIM JJAHHBIM HH(pOPMAIMOHHOM CEeTH;

- UCIIOJIB30BaHUE aTpubyTOB 0€30aCHOCTH.

2.8. Jlns obecrmevennss Ge30macHOCTH MEPCOHAIBHBIX JAHHBIX NP MEXKCETEBOM B3aHMO-
JEHCTBUN OTAEJBHBIX HH(OPMALIHOHHBIX cHCTeM yepes HHGOPMALHOHHO-
TCJICKOMMYHUKALIHOHHYIO  CETh MEKAYHAPOAHOrO HHGOPMALMOHHOIO O6MEHa (CeThb CBA3H
OOIIEro MmoJib30BaHUs) MOMHMO METOIOB H CLOCOGOB, YKa3aHHbIX B IIyHKTax 2.1 u 2.4 Hacro-
amero IlonoxeHus, NPEMEHSIOTCS CIEAYIOIME OCHOBHBIE METONBI H CLIOCOGEI 3aIIUTHl WH-
(opmaruu OT HeCaHKIIMOHUPOBAHHOTO JOCTYIIA:

- CO3/IaHHe KaHATIa CBA3H, 0OCCICUNBAIOIIETO 3AIINTY lepeaBaeMoll HHOPMALHH;
- OCYIICCTBICHHE AyTCHTHQHKALMK B3aHMONEHCTBYIOIMX HH(POPMALHOHHBIX CHCTEM H po-
BEpPKa [OVTMHHOCTH II0NIb30BATEJICH U LIETOCTHOCTH MIEPEJABAEMBIX JaHHLIX.

2.9. Jlna obecreyeHuss Ge30maCHOCTH NEPCOHANBHBIX NAHHBIX TIPH MEXCETEBOM B3aHUMO-
ACHCTBHH OTAEBHBIX HH(OPMAIIMOHHBIX CHCTEM Pa3sHBIX oneparopoB 4Yepe3 HHGOpPMaIHOH-HO-
TCICKOMMYHHKAIMOHHYIO  CEThb MEXIYHAPOAHOTO HMH(OPMAIHOHHOTO oOMeHa (CeTh CBA3H
OOILETO MOJE30BAHUS) IIOMHMO METONOB H CIOCOGOB, YKa3aHHBIX B IyHKTax 2.1 u 2.4 HacTo-
samero IlonoxeHus, IPUMEHSIOTCS CIENYIONHE OCHOBHBIE METONbI H CLIOCOGAI 3alUTHl MH-
hopManHH OT HECAHKLIMOHMPOBAHHOTO JOCTYIIA:

- CO3/IaHME KaHa/Ia CBA3H, 00ECIICYNBAIOIETO 3alUTY IEPEAABAEMON HHDOPMALHH;

- ayTeHTH(UKAIMA B3aMMOACHCTBYIOMMX HHPOPMALMOHHBIX CHCTEM H IPOBEPKa MOIIHHHOCTH
TOJIB30BATEIICH U LIEJTOCTHOCTH HEPEAaBAEMBIX JAHHBIX,

- ODecIIe4eHHE TIPEIOTBPAIICHHS BOMOKHOCTH OTPHUAHHS TIOTb30BATENEM ¢akta oTmpaBku
HEPCOHABHBIX JaHHBIX APYTOMY I10JIL30BATEIIO;

- obecrieyeHne MPENOTBPAIICHHsS BO3MOXHOCTH OTPHLAHHS [I0h30BATENEM bakra monyuenus
NIEPCOHATBHBIX JaHHBIX OT JIPYroro Mojb30BaTe)Is.

2.10. O6meH MEpCOHANBHBIMA JAHHBIMH IPH HX 00paboTke B MH(POPMALHOHHBIX CHCTEMAX
OCYIMICCTBIETCA 110 KaHAlaM CBf3H, 3alMTa KOTOPBIX O0OECHEUMBAETCS MyTeM peald3aliu
COOTBETCTBYIOIMX OPraHU3ALMOHHBIX Mep H (WJIM) IPHMEHEHHS TEXHAYECKHX CPECTB.

2.11. oakmoyenne HHGOPMATHOHHOMN CHCTEMBI K MH(}OPMAIMOHHOM CHCTEME JIPYTOro Kiiacca
HIH K HMHGOPMALHOHHO-TEIEKOMMYHHKAIIMOHHON CETH MEXIYHApOAHOrO HH(POPMALMOHHOTO
oOMeHa (CeTH CBS3H OOIIEro MONB30BAHHS) OCYLIECTBASETCS C HCIIONB30BAHHEM MEXCETEBBIX
9KPaHOB.

2.12. IlporpamMMHOe oOGecIedeHHe CPEACTB 3AITATHI MH(QOpPMaLHH, NPHMEHSEMBIX B HWH-
opManmonHBIX cHcTeMax 1 Klacca, MPOXOMUT KOHTPOJIb OTCYTCTBHSl HEAEKJIAPHPOBAHHBIX
BO3MOXHOCTeH. Heo6xonuMocTs mpoBeneHUS KOHTpONS OTCYTCTBHSA HEJICKIapUPOBAaHHbIX
BO3MOXHOCTEH IPOrPaMMHOTO 00ECTIEYEH s CPEACTB 3AlIMTEI HHQPOpPMAILlNH, MPUMEHSAEMBIX B
MH(MOPMAIMOHHBIX CHCTEMaX 2 M 3 KIaccos, OIPEAENACTCA ONEPATOpoM (YIIOJIHOMOYESHHBIM
JIHIIOM),

2.13. B zaBucumocTH 0T ocobeHHOCTEH 06paGoTKH HEPCOHANBHBIX JAHHBIX H CTPYKTYDBI
MH(pOPMALMOHHBIX CHCTEM MOTYT pa3pabarbiBaThesl i HPUAMEHATBC APYTHE METOHBI 3aIUThI
MH(GOPMALMA OT ' HECAHKIMOHHPOBAHHOTO JOCTYNA, OGECTIEYMBAIOLIE HEHTpaJIM3aluIO yIpo3
0€30MaCHOCTH NEPCOHABHBIX TAHHBIX.




IIIl.  MeToanb! H cIOCOGBI 3aAMHUTHI HH(OPMALIHH OT YTEYKH N0 TEXHHYECKMM KAHAIAM

3.1. 3amuTa pevenoit nubopmaruy 1 HEGOPMaLHH, NPEJCTaBICHHON B BUie HH)OPMATHBHBIX
SNIEKTPHYECKUX CHUTHANIOB M (H3MYECKUX MOJeH, OCYLIECTBIAETCS B Clydasx, Koria pH
ONpPEICICHHN YTPO3 6€30MaCHOCTH NEPCOHANHHBIX JAHHBIX H dopmupoBaHEE Mozemu yrpos
NPAMCHUTENBHO K HMH(OPMAUMOHHOM CHCTEMe SBISIOTCS aKTyalbHBIMH YIpo3bl  YTEUKH
aKyCTHYECKOH pedyeBod MH(OPMALIUH, YTPO3bl YTEYKH BHIOBOM HUHQOPMALIMK U YIPO3bl YTEUKH
MH(}OPMaUK MO KaHAIaM MOGOYHBIX IeKTPOMArHHTHBIX U3JIyYCHUH U HABOJOK, ONpEIe/ICHHbIE
Ha OCHOBE MCTONMYCCKHX JIOKYMCHTOB, YTBEPHAIEHHEIX B COOTBETCTBHHM C IIYHKTOM 2
nocranopneHus [lpasutenscTsa Poccuniickoit ®eneparuu ot 17 HOs6ps 2007 1. Ne 781.

3.2. Jlns MCKIMIOYCHNUS YTEUKH IIEPCOHANBHEIX JAHHBIX 33 CUET MOGOUHBIX JIEKTPOMArHUTHBIX
U3JIyYCHUH U HABOLNOK B HH(OPMAIMOHHBIX cucTeMax 1 Kiacca MOT'YT IPUMEHSTBCS CIIEAYIOLIHE
METOJbI ¥ CIOCOORI 3aIUTHI HHPOPMALIHH:

- HCII0JIb30BaHHE TEXHUYECKUX CPEJICTB B 3AIMUIIEHHOM HCIIOTHEHHH,

- HUCIIONb30BAHUEC CPEACTB 3allMTHl WH(YOPMAIUM, MPOUIENMIMX B YCTAHOBIEHHOM MOPSIJIKE
NpOLENYPY OLIEHKH COOTBETCTBHSL,

- pasMelieHue 0ObEKTOB 3aIUTHl B COOTBETCTBUH C NPEIITHCAHAEM Ha IKCILIYaTaLHIo;

- PasMCICHHE NOHWKAIOMMX TPaHC(HOPMATOPHBIX IOACTAHUMIH 3IEKTPONIUTAHHS H KOHTYpOB
3a3CMJICHHS TEXHUYECKHX CPE/ICTB B MPE/ENaX OXPAHIEMOi TEPPHTOPHH;

- o0ecnieyenne pasBs3Ky Lenel MEeKTPOIIUTAHUS TEXHHIECKHX CPEACTB C MOMOIIBIO 3ALIUTHBIX
(GunETpPOB, OIOKHUPYOIIUX (momaBnsOmuX ) HHPOPMATHBHBIH CHIHAI,

- o0ecIle4eHHe DNEKTPOMATHATHOM pasBs3KH MEXAY JIMHHAMH CBS3H M JPYIrMMH LETSIMH
BCIIOMOTATE/IbHBIX TEXHHYECKHX CPEACTB M CHCTEM, BBIXOAAUIUMH 33 IIPEAEIIbI OXpaHseMoil
TEPPUTOPHH, M HHPOPMAIMOHHBIMH LEMSAMH, I10 KOTOPBIM LIMPKYIUPYET 3alyiuaeMas HWH-
dbopmarrus. .

3.3. B undopMannonHBIX cucTeMax 2 Kiacca JUIS 00paboTku MHGOPMALMH UCTIONB3YIOTCS
CpeACTBa BBIMHCIHTENIFHOM TEXHUKH, YJOBICTBOPAIONIAE TPEGOBAHUSIM HANMOHAIBHBIX CTAH-
AGPTOB MO  JIEKTPOMATHMTHOH COBMECTHMOCTH, II0 GE30MaCHOCTH H 3PrOHOMHYECKHM
TpeOOBaHMAM K CPEACTBAM  OTOOPaXEHHS HHGOpMALMM, 110 CaHMTapHBIM HOpMaM,
IPEABABIICMBIM K BUZICO TUCIUICHHBIM TEPMHHANIAM CPEACTB BBIYHCIUTEBHON TEXHUKH.

3.4. llpn npumeHeHUH B MH(OPMALMOHHBIX CHCTEMAX (yHKUHH roocoBOro BBOAA mmeEp-
COHABHBIX JAHHBIX B HH(OPMALMOHHYIO CHCTEMY WM (YHKIMH BOCIPOM3BEICHHS uHpop-
Mall{ aKyCTHICCKAMH CPEICTBAMU HHGOPMAIMOHHBIX CHCTEM JUIS MH(POPMALIHOHHON CHCTEMBI
1 xnacca peanH3yloTCS METOABI U CIOCOGHI 3AITHTHI aKyCTH4YecKo# (pedeBoil) mHOpOpMaIyu.
Metonsl ¥ cHOCOOBI 3aIUMTBI aKyCTHYECKOH (pedeBoi) wH(OpPMAIMH 3aKTIOYAIOTCS B pe-
amusaii OpraHM3AaLMOHHBIX M TEXHHYECKHX Mep Uil OOECHEuCHHs 3BYKOM3ONANME Orpa-
AAIOMHUX KOHCTPYKIMH TOMEINCHAMN, B KOTOPHIX PACIONOXeHa MH(POPMALMOHHAS CHCTEMA, HX
CHCTCM BEHTW/IAIMHM ¥ KOHIULMOHMPOBAHHS, HC MO3BONAIOMEH BECTH IPOCIYIIMBAHHE aKy-
CTHYECKOH (pedyeBoi) MHGOPMAlMM HpPH TONOCOBOM BBOJE NEePCOHANIBHBIX JaHHBIX B HH(QOD-
MAllMOHHOH CHCTEME WM BOCIPOM3BEACHAN HHGMOPMALMH aKyCTHYECKUMH cpeactamu. Be-
JHHAHA 3BYKOU3OISALHH ONPENENSAETCS ONEPaTOPOM HCXOMS M3 XapaKTEPUCTHK MOMEILCHUS, €r0
PacIOIOKECHUS U 0COOEHHOCTEH 00pabOTKH IIEPCOHANBHBIX JAHHBIX B HHQPOPMALHOHHOM CHCTEME.

3.5. PasMemenue ycTpoHCTB BbIBOJa MHMOPMALMH CPEACTE BBIMHCIHTEIBHOMN TEXHHKH,
HH(OPMaIlMOHHO-BBIYHCIIATENBHEIX KOMIUIEKCOB, TEXHHYECKHX cpencTB 0o6paboTku rpaduye-
CKOH, BHACO- M OyKBEHHO-UM(POBOH HMH(POPMAIHH, BXOISIMX B COCTAB HHGOPMAITHOHHON
CHCTEMBI, B IIOMCIICHHSAX, B KOTOPBIX OHH YCTAHOBJIEHEI, OCYIIECTBIAETCS TAKUM 00pa3oM, 4To6k
ObLTa UCKITIOYEHA BO3MOXKHOCTH MPOCMOTPA MOCTOPOHHUMH JIMLAMK TEKCTOBOH U rpaduyeckoii
BHIOBOii HH(OpPMaIHH, copepxkanieii epcoHaIbHEIE TaHHbE. '




